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1. Pre-Installation Checklist

Thank you for choosing Supernote Private Cloud Service. Before deployment, please carefully review

the following key points:

»  Compatibility: This manual uses Synology DS423+ (DSM 7.2.2) as an example. For other brands
and models, refer to the official website of the corresponding NAS manufacturer.

»  Network Requirements: The NAS or server device must maintain an internet connection (for
component downloads).

»  Important Note: Currently not supported for deployment on Windows systems.

»  If you wish to deploy the private cloud application on a Linux server, please proceed directly to

4. Linux Server Deployment Process

2. System Requirements

2.1 Hardware Configuration

Component Minimum Requirement
CPU 2 cores

Memory 2GB

Storage 50 GB

2.2 Supported Operating Systems

Example NAS Brand Example Model

Synology DS423+

Other brands and models Refer to the official website of the corresponding NAS manufacturer.
Linux Distribution Version

CentOS 7

Ubuntu 16.04/22.04 LTS

Debian 12

2.3 Component Information

Component Purpose

Container Manager Container Plugin

redis Caching Service
mairadb Database Services
notelib Note Conversion Service

supernote-service Supernote Private Cloud Application



3. NAS Deployment Process

»  Tip: If your NAS device already has Container Manager installed and SSH enabled, you can
skip directly to 3.3 Create the installation directory

3.1 Install Container Manager

Steps

Example

Log in to NAS

hetp//192.168.100.32:500

Open NAS Package Center

<« (& O = bttps)//192.168.100.32:5001

Control Panel

File Station

Search for and install the

Container Manager plugin.

:;_ Package Center

ratta_nas

sign In

< cC | QI Conatianer Manager] I
L Installed Installed
28 All Packages

P Beta Packages

!

SAN Manager

Open

Container Manager

s

UTilities

Install




Note: If the default subnet conflicts with other devices on the internal
network, please customize the subnet.

Container Manager - Install

Configure bridge network

Set up a dedicated subnet in Container Manager for container-to-container communication.

Subnet: [ 172.17.0.1/16 (Default) -
- - Note: Customize the subnet ~ 172.17.0.1/16 (Default) ict with other
conflgure a brldged devices on your network.
Custom
network
Container Manager - Install
Confirm settings
The wizard will apply the following settings and start to install the package.
Item Value
Package name Container Manager
Newest online version 24.0.2-1543
Developer Docker Inc.
Complete installation Rublisher Synology:Inc:
Description Container Manager is a lightweight virtualization

application that gives you the ability to run thousands of
containers created by developers from all over the world
on DSM. The hugely popular built-in image repository,

I\/ Run after installation I

The Container Manager in the Package Center displays as started, indicating

successful installation.

;é: Package Center
< C Q Conatianer Manager

Check if the installation was L Installed

Docker Inc

Container Manager

Open ~ Download count : 1,250,522

successful % All Packages

P Beta Packages




3.2 Enable SSH Connection

Steps

Example

Open Control Panel

Package
Center

Control Panel

File Station

DSM Help

Select Terminal & SNMP

l control Panel

File Sharing

Shared Folder File Services

Connectivity

P
L] =
External Access Network
System
-
Info Center Login Portal
Services
- n
Synology Account Application

Privileges

e
Sl

User & Group Domain/LDAP

Security Terminal & SNMP

Yo B

Notification Hardware &

Power

Regional Options

Indexing Service Task Scheduler

| e |

External Devic




B control Panel
E. Q Terminal SNMP

Use Terminal

ce to login and manage your system. SSH/Telnet only supports logins from accounts belonging to t
administrators group. Please refer to Terminal for more details

Shared Folder

Enable Telnet service
B File Services

v Enable SSH service

@ User & Group

5}

Port

Domain/LDAP Advanced Settings

ote: It is recommended to set a strong password for the login account and enable Auto Block for maximum system security

% External Access
Tick Enable SSH service B e

@ Security

Bl Terminal & SNMP

@ Info center

B Login Portal
Reset

3.3 Create the installation directory

Steps Example

< c

https://192.168.100.32:5001

Package
Center

Open Control Panel

Control Panel

File Station

Ml control Panel

File Sharing

Shared Folder File Services Domain/LDAP

nectivity

» 2 -]

Select Shared Folder External Access Network Security Terminal & SNMP

E ; 11

Login Portal Regional Options Notification Hardware & External Devices Update & Restore
Power
Services
» N (¥
Synology Account  Application Indexing Service  Task Scheduler

Privileges




Click Create shared folder

B control Panel

? — @A X
Qs Create ~ E Delete Encryption ~ Action ~ Y i}
~ File Sharing Create Shared Folder
| Shared Folder Mount Hybrid Share Folder
File Services T
s User & Group =
Volume 1
B Domain/LDAP
A Connectivity Volume 1
mE B E =8 =
® External Access
Volume 1
2 Network
= = = .
Volume 1
° Security
=
B Terminal & SNMP Volume 1
A System [ = = =
Volume 1
0 Info Center
8 Login Portal yoltra
23items C

Configure essential details
such as Name, Location,
Enable Recycle Bin to create
a shared folder

1. Name: Custom (This directory serves as both the installation directory and
data storage directory)

2. Location: Select the disk space where the shared folder will be created. If it
is Storage Space 1, it refers to volumel; if it is Storage Space 2, it refers to
volume2.

3. Enable the Recycle Bin: Enabling the Recycle Bin feature is strongly
recommended. This prevents accidentally deleted files from becoming
unrecoverable.

Shared Folder Creation Wizard

Set up basic information

Name *; sn-private-cloud-service ‘
Description:
I Location: Volume 1: Btrfs - I

Hide this shared folder in "My Network Places"

Hide sub-folders and files from users without permissions i

+~* Enable Recycle Bin

v Restrict access to administrators only

Note: How to set up a Recycle Bin emptying schedule

* This field is required.




Skip “Enable additional
security measure”

Shared Folder Creation Wizard

Enable additional security measure

Protect this shared folder by encrypting it
Encrypt the content of this shared folder for enhanced data protection. Learn more
Protect this shared folder with WriteOnce i

Enable the WriteOnce feature, based on the WORM (Write Once, Read Many) technology, to protect files
from being modified, deleted, or renamed for a specified retention period. Learn more

Back Next

Configure advanced

settings

Shared Folder Creation Wizard

Configure advanced settings

Enable data checksum for advanced data integrity i

File self-healing and data scrubbing are available to ensure data integrity.

Enable shared folder quota

Note: To ensure service quality, we recommend not enabling data checksum if you are:
¢ Hosting database or virtual machine in this shared folder

¢ Storing Surveillance Station recordings in this shared folder

» Backing up this entire Synology NAS with Active Backup for Business Agent




Shared Folder Creation Wizard

Confirm settings

Item Value

Name sn-private-cloud-service
Description

Location Volume 1: Btrfs

Visibility

Recycle Bin Enabled, administrators only

Confirm Settings ) ,
Data Integrity Protection

File Compression

Quota

Note: It’s recommended to use the default settings here.

Shared Folder Creation Wizard

Configure user permissions

Local users v Q- Searcl

Name Preview Group Per... No Access Read/Write  Read Only Custom

admin Read/Write  Read/Write

Configure User Permissions

ratta Read/Write  Read/Write

12 items C

Apply




3.4 Connect to NAS

ssh NASusername@NAS_IP

#Example: ssh ratta@192.168.100.32

System

Example

Windows 10 and above

1. Press and hold Win+R on your keyboard --> Type cmd --> Press Enter to open
the built-in Windows command line interface.
2. Enter ssh NASusername@NAS_IP  # Example: ssh ratta@192.168.100.32

3. SSH login requires using the NAS administrator account to ensure sufficient

permissions for installing the Supernote Private Cloud program.

C:\Users\13764>

C:\Users\13764>

C:\Users\137643ssh ratt 1

The authenticity of ho ! . (192.168.100.32)"* can't be established.

ED25519 key fingerprint is SHA256:MaA4fUwiDrOAUIUSZNFfkqEA/XRKV5/xdvIXav+WuA .
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])?[yi

W P tly added '192.168.100.32' (ED25519) to th

"s password

Using terminal commands to modify system configs, execute external binary
files, add files, or install unauthorized third—party apps may lead to system
damages or unexpected behavior, or cause data loss. Make sure you are aware of
the consequences of each command and proceed at your own risk.

Warning: Data should only be stored in shared folders. Data stored elsewhere
may be deleted when the system is updated/restarted.

Could not chdir to home directory /var/services/homes/ratta: No such file or directory

Mac/Linux users

If you are using macOS or Linux, you can directly enter commands in the
command line terminal to establish a remote connection. Taking Linux as an

example: ssh ratta@192.168.100.32

([deploy@jenkins ~]$ ssh rattagl92.168.100.32

The‘authent1c1ty of host "192.168.100.32 168.100.32)" can't be established.

ED25519 key fingerprint is SHA256:MaA4fUwiDrOAUIUSZNffkqEA/XRKVS/Ix4vIXav+WuA.

This key is not known by any other names.

Are_you sure you Want to continue connecting (yeslno[jf;ggg[grlgﬁllr_yes
(ED25519) to the list of known hosts.

ratta@l92. 168. 100, 32 s password;

Using terminal commands to modify system configs, execute external binary
files, add files, or install unauthorized third-party apps may lead to system
damages or unexpected behavior, or cause data loss. Make sure you are aware of
the consequences of each command and proceed at your own risk.

Warning: Data should only be stored in shared folders. Data stored elsewhere
may be deleted when the system is updated/restarted.

Could not chdir to home directory /var/services/homes/ratta: No such file or directory
ratta@ratta_nas:/s ||

Connect to the NAS
using PuTTY

You can also use third-party remote tools to connect to your NAS remotely, such
as PuUTTY. Click the link below to download and install it for use.

Download: https://supernote-private-cloud.supernote.com/cloud/putty.msi

Host Name: Server IP
Port: Server SSH Port

B PuTTY Cerralicguaraaticnr rd b4

Cate

Dasic options for your PuT Ty session

Sify 1Ea

- Keyboard
- Bell 22
Foaluros
e e Connection type:
s Appearance = ssH > Serial () Other. | Telnot ~
Load. save or delete a stored session
Saved Sessions
Default Settings lll Loaa

Save

Delete

Slose window on oxit:
0 Ay o Newor £ Onily on cloean oxil

Aout [ [| Opon | Cancot



mailto:ratta@192.168.100.32
https://private-data.supernote.com.cn/cloud/putty.msi

3.6 Switch User

Deploying the Supernote Private Cloud application requires root user privileges on your NAS or

server. The Supernote Private Cloud application will only generate necessary configuration files

within your installation directory and will not access any other partitions on your NAS or server,

nor will it access your files.

System

Example

Windows 10 and above
macOS

Linux

Putty

Use this procedure to switch users on Windows, macQOS, or Linux.

Example: sudo su - root

as:/$ sudo su - root

(Passtord

3.7 Deploying the Supernote Private Cloud application

Steps

Example

Enter the installation

directory

If your NAS device has multiple disks, you need to confirm which disk contains
the installation directory you created. Refer to the section on creating the
installation directory for details. If you selected storage space 2, navigate to
*/volume2/installation-directory’, and so on.

Example: “cd /volumel/sn-private-cloud-service’

"] CAWINDOWS\system32\cmd. X e | ae

nas:~# [cd /volumel/sn-private-cloud-service/|

Download and install script

Download Address: https://supernote-private-cloud.supernote.com/cloud/install.sh

Example: curl -o /volumel/sn-private-cloud-service/install.sh

https://supernote-private-cloud.supernote.com/cloud/install.sh

] CAWINDOWS\system32\cmd. X A

2 # [curl -o /volumel/sn-private-cloud-service/install.sh https://supernot
e-private-cloud.supernote.com/cloud/install.sh ‘
% Total % Received % Xferd Average Speed Time  Time Time Current
Dload Upload Total Spent  Left Speed
100 41958 100 41958 [¢] © 28599 ] 6:3‘0:01 0300 01N== === SRI 867!
: #

Grant execution
permissions to the script

Example: chmod +x install-en.sh

) : # ‘chmod a+x _install.sh |
: ) #

Execute the installation
script

Example: ./install.sh

root@ratta_nas:/volumel/sn-private-cloud-service#| ./install.sh

The installation ool running



https://supernote-private-cloud.supernote.com/cloud/install.sh

3.8 Deployment completed

>  After deployment is complete, do not delete or modify the directories specified in the notes.

5.2 Important Notes

Steps

Example

Installation complete

Wait for the install.sh script to complete. If the following page appears, the
installation is successful. If installation fails, please check 5.3 Frequently Asked

Questions

Supernote Private Cloud
Installation directory:
File Data Directory

Log Directory:

. You can manage t ners using Synology's ‘Container Manager’ application.
. We recommend enabling auto-start in the ‘Container’ settings.
. To back up your data, please back up the entire /volumel/sn-private-cloud-service/supernote data/ directory.

Help Information:
Start the service:
Stop the servi
View Logs: cd
Update System: cd

Help Information:
Start the service:
Stop the service:
View Logs: c
Update System:

root@ratta_nas:/volumel/sn-private-cloud-service# ||

Table of Contents and Help

Note: All operations below must be performed within the installation directory.

Supernote Private Cloud Web Please open this address in your browser to
Access Address access the private cloud notes.

Installation directory Directory for installing private cloud

applications

File Data Directory Store synchronized files

Log Directory Supernote Private Cloud Program Log File
Stop cache service docker-compose stop redis

Stop database service docker-compose stop mariadb

stop note conversion service docker-compose stop notelib

Stop supernote service docker-compose stop supernote-service
Stop all service docker-compose stop redis mariadb notelib

supernote-service

Start all service docker-compose up -d

Update service .Jinstall.sh --update

View Help Information .Jinstall.sh -h




4. Linux Server Deployment Process

»  The private cloud application supports deployment on Linux. For supported Linux

distributions, please refer to 2.2 Supported Operating Systems

Connecting to a Linux server can be achieved using the built-in command-line window in
Windows or via third-party SSH tools. Download link:

https://supernote-private-cloud.supernote.com/cloud/putty.msi

4.1 Connect to a Linux server

»  SSH Connection Guide: Accessing Linux Servers via SSH for Private Cloud Deployment

Steps Example

:\Users\13764>_ N
c \Users\137643ssh ubuntu@l0.20.22.231 — = E
The authenticity oFf host '10.20.22.23I C

ED25519 key fingerprint is SHA25
This key is not known by any other

9.20.22. 231)' can't be established.
LFrED/+7IS59waPDH3r86AC1liV9n10vzBOLlDE6GqVES.
names.

Are you sure you want to continue connecting (yes/no/[fingerprintl)?[

=
Warning: Permanently added '10.20.22.231' (5025519) to the list of known host
[ubuntu@16.26.22.231's password

Welcome to Ubuntu 24.04.1 LTS tGNU/Llnux 6.8.0-7

generic x86_6u4)
* Documentation: https://help.ubuntu.com
* Management: http

/landscape.canonical.com
* Support:

https://ubuntu.com/pro

System information as of Thu Sep 18 07:43:09 AM UTC 2025

System load: ©0.14

Usage of /: 43.0% of 13.67GB
Memory usage: 40%

Swap usage: 0%

Temperature: 100.0 C
Processes: 215

Users logged i 1

IPv4 address for ensl60: 10.20.22.231

Windows 10 and above

* Strictly confined Kubernetes makes edge and IoT secure

Learn how MicroK8s
just raised the bar for easy,

resilient and secure K8s cluster deployment
https://ubuntu.com/engage/secure—kubernetes—at—the—edge

Expanded Security Maintenance for Applications is not enabled.

149 updates can be applied immediately.
To see these additional updates run: apt list ——upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

Last login:

Thu Sep 18 06:19:34 2025 from 192.168.120.8

$
Host Name: Server IP

Port: Server SSH Port

B2 PuTTY Confliguration

Category:
Session

Logging
Terminal

Basic options for your PuTT Y scssion
Specity the destnaton you want to connect to

Keyboard Host Nameo (or IP address) Port
Bl 10 20 22 2a1| > [
Features -
A et Connection type:
Appean anoce - ssH O Othor: Telnct ~
Behaviour
Transiation Load, save or delete a stored session
Saved Sessions
Default Saettings FE——
Save

Dolote

Close window on exit:
0 Always ) Newver

P Only on clean et

About Lielp Open Cancel

Connect using PuTTY i

PuTTY Security Alert

The host key is not cached for this server:

10.20.22.237 (port 22)

You have no guarantee that the server is the computer you think it is_

The server's ssh-ed25519 key fingerprint is:

ssh-ed25519 255 SHA256: TLFrED/+71S59waPDH3r86ACIHVON 10vzBOIDEGqQvES

If you trust this host, press "Accept” to add the key to PuTTY's cache and carry on
connecting.

If you want to carry on connecting just once, without adding the key to the cache, press
"Connect Once".

IT vou do not trust this host, press "Cancel” to abandon the connection_

Help More info...

Connect Once

ncel |



https://private-data.supernote.com.cn/cloud/putty.msi

Log in to server

Login as: Server SSH Username

Password: Server SSH Password

Linux / macOS Users
Connect to the Linux Server

You can directly open the terminal and establish an SSH connection
using the following command format:
ssh username@serverlP

4.2 Switch User

»  Deploying private cloud software on a Linux server requires root privileges.

System

Example

Windows 10 and above
mac0S
Linux

Use this procedure to switch users on Windows, macOS, or Linux.

Example: sudo su - root

ubuntu@rivate-cloud:~$%|sudo su - root|

[sudo] password for ubuntu:
root@rivate-cloud:~# |J

4.3 Create the installation directory

>  You need to select a partition with over 50GB of disk space to create the installation

directory. Please refer to 2.1 Hardware Configuration

»  Example: mkdir -pv /data/supernote

Steps

Example

Create the installation
directory

Example: mkdir -pv /data/supernote

root@private—cloud:=#’mkdir -pv JSdata/supernote

root@private-cloud:—# Sdata/: ernote/

root@private-cloud: /data/supernote:

4.4 Deploy the Supernote Private Cloud application

» The process is essentially the same as deploying a private cloud on a NAS. Please refer to

3.7 Deploying the Supernote Private Cloud application

Steps

| Example




Download and install script

Download Address:
https://supernote-private-cloud.supernote.com/cloud/install.sh

Example: curl -o S(pwd)/install.sh
https://supernote-private-cloud.supernote.com/cloud/install.sh

ud/install.sh |

root@rivate-cloud:/data/supernotp# curl -0 $

install.sh https://supernate private-cloud.supernate. con/clo

% Xferd me  Time  Til ent i I
Dload Upload Total Spent Left Speed

100 41958 100 41958 © 0 37681 0 0:00:01 0:00:01 --:--:-- 37664

root@rivate-cloud:/data/supernote# |

% Total % Receiv:

Grant execution permissions
to the script

Example: chmod +x install.sh

Execute the installation
script

Example: ./install.sh
root@rivate-cloud:/data/supernote#

about t ool running

4.5 Deployment Completed

>  After deployment is complete, do not delete or modify the directories specified in the notes.

5.1 Important Notes

Steps

Example

Installation complete

Wait for the install.sh script to complete. If the following page appears, the
installation is successful. If installation fails, please check 5.3 Frequently Asked

Questions

Supernote Private Cloud Web Acce
Installation directory

File Data Direct

Log Directory:

Help Information
Start the servic
Stop the vice
View Logs

Update System:

root@rivate-cloud:/data/supernote# l

Table of Contents and Help

Note: All operations below must be performed within the installation directory.

Supernote Private Cloud Web Please open this address in your browser to

Access Address access the private cloud notes.

Installation directory Directory for installing private cloud

applications

File Data Directory Store synchronized files

Log Directory Supernote Private Cloud Program Log File

Stop cache service docker-compose stop redis

Stop database service docker-compose stop mariadb

stop note conversion service docker-compose stop notelib



https://private-data.supernote.com.cn/cloud/install.sh

Stop supernote service docker-compose stop supernote-service
Stop all service docker-compose stop

Start all service docker-compose up -d

Update service .Jinstall.sh --update

View Help Information .Jinstall.sh -h

5. Appendix

5.1 Launch Private Cloud

Steps

Example

Open the private cloud

website page

Open your computer's web browser and enter the private cloud IP address and
port. The default port is 19072.
Example: http://10.20.22.231:19072

2 C  AFEe 102022231:15072/#/login %

@ | Private Cloud

Login

Email Configuration

1.Configure email settings, primarily for account registration and password
recovery.

2.SMTP server, port number, and other details can be found in your email
service provider's official documentation.

3.Using Gmail as an example:



http://10.20.22.231:19072

Email Server Settings X

* SMTP Server smtp.gmail.com

* Port Number 465

* Email Jgmail.com

Plaese enter your email address here

* Password »

Please enter your password or email verification code here

Encryption Type SSL

Test Email sgmail.com|

Test Email Settings Close m

Register Supernote Private

Cloud account

Click to register - Fill in registration information - Set password

Email

Password

Login

Forgot?

Or

Login with code

Register

Email Settings

Settings - Security & Privacy - Enable Private Cloud




Enable private cloud
functionality on the device

X Settings Security & Privacy

f% My Account Screen Lock Password OFF @
Gy Drive File Password OFF @
= WiFi
,,,,,,, Private Cloud oM ‘)
m My Device

S Sideloading o o
AA Display & Input

o ) Usage and Diagnostics QN c

Security & Privact
@ Y ¥ Help optimize your Supernote device experience by automatically

sending usage data. All data is used in accordance with Privacy
= Battery Policy. Turning off this feature will not affect other capabilities of
your device.

B System
@ Apps

Ei’ Feedback

5.2 Important Notes

» Do not delete, move, or rename the following directories, as doing so may cause

synchronization failure or data loss.

Purpose

Directory Name

Supernote Private Cloud
Data Storage Directory

/{install_director}/supernote_data

/{install_director}/supernote_data/digest

/{install_director}/supernote_data/account

/{install_director}/supernote_data/account/Supernote

/{install_director}/supernote_data/account/Supernote/Document

/{install_director}/supernote_data/account/Supernote/EXPORT

/{install_director}/supernote_data/account/Supernote/INBOX

/{install_director}/supernote_data/account/Supernote/MyStyle

/{install_director}/supernote_data/account/Supernote/Note

/{install_director}/supernote_data/account/Supernote/SCREENSHOT

/{install_director}/sndata/

5.3 Frequently Asked Questions

» Common installation errors and usage help information can be found here for relevant

solutions.

| Problem | Reason




-bash:./install.sh:

The script lacks execution permissions. Please grant the script execution permissions. For a

Permission solution, refer to:3.7 Deploying the Supernote Private Cloud application

denied

[ERROR] The disk partition containing the current installation directory is smaller than 50GB. Please
Insufficient disk change the disk containing the installation directory or increase disk space.

space

Error: The operating system currently in use does not support private cloud deployment. Please refer
Unsupported to 2.2 Supported Operating Systems

operating system
type

Network error

Please verify that your local network is functioning properly. Your NAS or server must be able to
connect to the internet. For reference, see 1. Pre-Installation Checklist

Unable to access
the private cloud
page and unable
to synchronize

Please check whether your firewall is allowing ports 18072 and 19072.

-bash: wget: Ubuntu and Debian users execute: apt-get update && apt-get install wget

command not Centos users execute: yum -y install wget

found
1. Before uninstalling, please back up your data properly. For backup instructions, refer to your
installation method.
»  NAS: 3.8 Deployment completed

Uninstall »  Server: 4.5 Deployment completed

2. Back up the data directory of the supernote_data file.
3. Back up the sndata directory

4. Uninstall Private Cloud

» command: docker-compose down

Upgrade Service

NAS For upgrades, please refer to: 3.8 Deployment completed

For server upgrades, please refer to: 4.5 Deployment completed

How to Use
HTTPS Services

Please refer to the following link,Additional frequently asked questions will be disclosed at the
following address.

https://support.supernote.com/Whats-New/setting-up-your-own-supernote-private-cloud-beta/

5.4 Regarding Email Configuration

»  Due to varying configuration requirements across different email service providers,

Supernote may not cover all email verification processes. Therefore, we strongly

recommend referring to the latest official documentation from your specific email provider

or consulting your email administrator directly for precise configuration details. The

following sections provide detailed configuration steps using Gmail, Yahoo as examples.

» Different email service providers have varying security policies. To confirm whether other

email brands require the use of application-specific passwords, we recommend visiting

their official websites or contacting their administrators for verification. Typically,



https://support.supernote.com/Whats-New/setting-up-your-own-supernote-private-cloud-beta/

providers with such requirements will explicitly state this on their official websites.

Email Server Seting

Configuration Options

SMTP Server: Email Service Provider SMTP Address

Port Number: 465

Email Address: Please enter the email address you use to send emails.
Password: Email App-Specific Password

Encryption Type: Either TLS or SSL is acceptable

Test Email Address: Enter the email address where you wish to receive test
emails

How to Generate a Unique Password for Your Gmail Account

Gmail SMTP Address

smtp.gmail.com

Enable Two-Step Verification

(Prerequisites)

1. Visit the Google Account Security page:
https://myaccount.google.com/security
2.

the prompts to enable it.

In the “Sign in to Google” section, locate “2-Step Verification” and follow

Generate
application-specific
passwords

Direct access: https://myaccount.google.com/apppasswords

Custom Name Example: Super Note System
Click the “Generate/Create” button
Google will display a 16-digit password in the format: abcd efgh ijkl mnop
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Enter this password into the Email Configuration section of 5.1 Launch
Private Cloud

Method for Generating a Ded

icated Password for Yahoo Mail Accounts

Yahoo Mail SMTP address

smtp.mail.yahoo.com

Generate
application-specific
passwords

1. Signin to your Yahoo Account Security page.
https://login.yahoo.com/account/security?.lang=en-US&.intl=us&.src=yhel
b

Under "External connections," click Create app password.

Enter your app's name in the text field.

Click Generate password.

Use the one-time password to log in to your 3rd party app.
Click Done.
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Reference Links

https://help.yahoo.com/kb/SLN15241.html

5.5 Enable TLS/SSL

The Supernote team cannot issue trusted SSL certificates for each user's

self-deployed private cloud instance. Issuing certificates requires verification
from trusted Certificate Authorities and proof of domain ownership, which is not
feasible for privately hosted cloud services spread across numerous user-owned

>

servers.
» Proposed Solutions: U
» The reverse proxy con

example:

sing a Reverse Proxy (Recommended):
figuration example is as follows, using Nginx as an

map Shttp_upgrade Sconnection_upgrade {

default upgrade;
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" close;

}

server {
listen 80;
listen 443 ssl;
server_name your_domain_name; # Please set up your external domain name.
ssl_certificate CERT_PATH;  # Please enter the SSL certificate address.
ssl_certificate_key KEY_PATH; # Please enter the SSL certificate private key address.
ssl_session_timeout 60m;
ssl_protocols TLSv1.2;
ssl_ciphers ALL:!ADH:!EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP;
ssl_prefer_server_ciphers on;
access_log ACCESS_LOG_PATH; # Please set your access log path.
error_log ERROR_LOG_PATH; # Please set your error log path.
client_max_body_size 20480m;

location / {

# Please replace “YOUR_PRIVATE_CLOUD_IP_ADDRESS” with your private cloud IP address.
# Please replace “PRIVATE_CLOUD_PORT” with your private cloud port number. If you did not set this

port during private cloud deployment, enter 19072.

}

proxy_pass http://YOUR_PRIVATE_CLOUD_IP_ADDRESS:PRIVATE_CLOUD_PORT;
proxy_set_header Host Shost;

proxy_set_header X-Real-IP Sremote_addr;

proxy_set_header X-Forwarded-For Sproxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $Sscheme;

proxy_set_header X-Forwarded-Scheme $scheme;

proxy_set_header X-Forwarded-Host Shost;

proxy_set_header X-Forwarded-Port Sserver_port;

proxy_buffering on;
proxy_buffer_size 4k;
proxy_buffers 8 4k;

proxy_connect_timeout 6000;
proxy_send_timeout 6000;
proxy_read_timeout 6000;

location ~ */socket.io/(.*) {

proxy_ignore_client_abort on;
proxy_http_version 1.1;
proxy_connect_timeout 60s;
proxy_read_timeout 3600s;
proxy_send_timeout 3600s;
proxy_set_header  X-NginX-Proxy true;
proxy_set_header Upgrade Shttp_upgrade;




proxy_set_header Connection "Sconnection_upgrade";

# Please replace “YOUR_PRIVATE_CLOUD_IP_ADDRESS” with your private cloud IP address.

# Please replace “PRIVATE_CLOUD_PORT” with your private cloud port number. If you did not set this
port during private cloud deployment, enter 19072.

proxy_pass http://YOUR_PRIVATE_CLOUD_IP_ADDRESS:PRIVATE_CLOUD_PORT;

proxy_redirect off;

proxy_set_header Host Shost;

proxy_set_header X-Real-IP Sremote_addr;

proxy_set_header X-Forwarded-Proto $Sscheme;

proxy_set_header X-Forwarded-For Sproxy_add_x_forwarded_for;

}

5.6 Technical Support

> Email: service@supernote.com and feedback@supernote. com
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